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intellectual property of digital contents. control their dissemination and usage. Numerous rescar
ches have been conducted for DRM since the past decade. In order to better understand what is
currently happening to copyright protection. this paper firstly summarizes the basic coneepts in
DEM and presents the typical DRM reference architecture. Secondly. key problems in this do
main are studied. focusing on rights description. usage control. fair use. rights transferability
and trusted execution. Furthermore. the existing and emerging techniques to resolve those prob
lems are presented and analyzed to point out the advantages and disadvantages respectively. Fi

nally. research directions in this area are also discussed.
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